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Abstract. This case study is for business students, who are taking a class in Disaster Recovery from
an internet securities perspective.  It is recommended that the students should have been exposed to
the issues of disaster recovery (DR), recovery plans, business criticality, business tolerance,
computer security, risk management techniques, and recovery strategies before reading this case.
This case is about trying to measure the disaster recovery preparedness (DRP) of a university by
creating a disaster recovery preparedness score (DRPS) in order to evaluate how prepared
universities are for major disasters that may disrupt their business operations. It also serves as a
template for students to understand and appreciate the parts of a complete implementation of a
university’s DRP plan.
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1.   Case Summary

Anna is concerned that Morgan State University (MSU) may not survive the
disaster being caused by Hurricane Irene (HI) along the eastern coast of the United
States.  The damages it has caused in North Carolina along with the numbers of
deaths and human displacements have bothered many in the Maryland area.  Anna
has decided to work with Gary to analyze how prepared MSU is for HI and how
quick the school can recover from its damage, if the inevitable occurs.  The plan
is to come up with a score for measuring DRP for universities based on the four
factors that affect DRP, which are risk management techniques, computer
security, recovery strategies, and recovery plans.  Will MSU survive HI? If it will,
how long will it take for MSU to recover from the damage and return to full daily
business activity?
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2.   Case

Anna was fascinated with how quick universities get back on their feet and
recover their business processes within hours, days, weeks, months, or even years
after a major natural disaster like Hurricane Katrina or the tsunami that hit Japan
in March 2011. In late August 2011, HI was advancing destructively towards
Maryland along the east coast, so she interviewed the Vice President of Planning
and Information Technology (Joseph Popovich), the Director of Information
Technology (Garrett Morgan), the Associate Director of Information Technology
(Gary Press), and the Security Engineer of Panning and Information Technology
(Wole Akpose) to see how far Morgan State University has come through the
years to develop and maintain a disaster recovery plan.  

The interview showed how dedicated a university must be towards its
customers and their services to them in order to ensure that there is minimum
interruption in the business processes.  According to them, in order to have a
successful disaster recovery plan, a university must analyze the business process,
determine the tolerance and criticality of business process, and have a solid
recovery plan in place.  After speaking with them, Gary chose to work with Anna
in regards to how prepared MSU was for HI and DRP.

Based on the discussion with the information technology team, Anna created
eight basic qualitative questions, which was based on Fallara (2003), to
investigate the disaster recovery preparedness of MSU.  The questions where: 

1. What specific computer security do you have in place to maintain data
confidentiality, integrity, and availability in your network during
disaster recovery (DR)? What role will your computer security play in
the case of a DR?

2. Do you collect data about IS business processes and how often? How
do you collect and store the data? 

3. You have levels 1-4 tolerance levels, please give examples of each
level and approximately how long the recovery take on an average
when DR occurs in each level? How do you measure the criticality
and cost at each level during DR? 

4. What is the approximate outage time for MSU during DR and how
does the down time affect other business processes and resources?

5. Where are your alternate recovery sites (warm, cold, hot, mobile etc)?
How often is data stored there? 

6. Do you have equipment replacement plan? What kinds of equipments,
their function in DR, and how often are they replaced? 
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7. Do you have DR support teams, how many, what percent of MSU
employees are involved, what equipment and functions are they
assigned to?

8. Do you do DR training and maintenance of employees and teams,
classroom or functional exercise, and how often? 


